
SSEEFFSS CC  TTEELLEEWWOORRKK  IITT  SSEECCUURRIITTYY  RREEQQUUIIRREEMMEENNTTSS  CCHHEECCKKLLIISSTT  
  

TThhiiss   cchheecckkll iiss tt   iiss   ddeess iiggnneedd   ttoo   pprroo tteecctt   NNOOAAAA//NNMMFFSS//SS EEFF SSCC  ddaattaa  aanndd   ss yyss tteemmss   ffrroomm  llooss ss   oorr    ccoo mmpprroo mmiiss ee..    EEaacchh   aapppplliiccaann tt     
ss hhoouulldd   rreeaadd   aanndd   ccoommpplleettee  tthhee  cchheecckkll iiss tt   aanndd   oobb ttaaiinn   cceerrtt iiff iiccaatt iioonn   ffrroo mm  SSuuppeerrvv iiss oorr  aanndd   AApppprroovviinngg   OOffff iicciiaa ll  wwiitthh iinn   3300  ddaayyss   ooff  
aann   aapppprroovveedd   tteelleewwoorrkk  aappppll iiccaatt iioonn ..    FFaaii lluurree  ttoo   ccoo mmppllyy   wwiill ll  rreess uu lltt   iinn   tteerr mmiinnaatt iioonn   ooff  ttee lleewwoorr kk  aappppll iiccaatt iioonn ..  
    
  
AApppplliiccaanntt  ____________________________________________________________________________________  OOffffiiccee   TTee lleepphhoonnee   ______________________________  
  
NNOOAAAA  EEqquuiippmmeenntt  __________________________________________________________  PPeerrssoonnaall  EEqquuiippmmee nntt  __________________________________  

 
 

1. The teleworker’s NOAA furnished PC has been scanned using Harris Stat Scanner or Microsoft 
Baseline Security Analyzer prior to use as a telework computer.   Teleworker will bring 
equipment in so that scan can be conducted at least quarterly to detect known vulnerabilities and  

      a report of scan results will be provided to IRM network staff.   
      ___Yes ___No ____ N/A                Date completed______________ 

  
2. The teleworker’s PC is configured for automatic update of security patches. 

        ___Yes ___No ____N/A                 Date completed______________ 
 

3. McAfee Anti virus software has been installed on the teleworker’s PC and configured for 
automatic updates.  IRM will provide access to the latest McAfee anti virus engine and installation 
instructions. 
      ___Yes ___No ____N/A                  Date completed______________ 
 

4. The teleworker’s PC has firewall protection (hardware recommended) installed to access the 
Internet. 
           ___Yes ___No ____N/A                   Date completed______________ 

 
 

5.  The teleworker has reviewed the following Publications: 
§ NIST Special Publication 800-46 Security for Telecommuting and Broadband Communications 
§ DOC Remote Access Policy 

 
                                                    ________  YYeess                                                                                          DDaattee  ccoommpp llee tteedd  ________________________  
  

  
II  hheerr bbyy  cceerrttii ffyy   tthh aatt  aall ll   tthhee  nneecceess ss aarryy  rree qquuiirree mmeenn ttss ,,  tteerr mmss   aann dd  cc oonn ddii ttiioonnss   aass   ss ppeeccii ffiiee dd  ii nn  tt hhiiss   ddooccuu mmee nntt   hh aavvee   bbeeeenn   mmeett  
aann dd  II  hhaavvee  bbeeeenn  aapppprroovvee dd  ff oorr  tteellee wwoorrkk ..  
  
EEmmppll ooyyeeee ’’ss   SS iiggnnaattuurree::   ______________________________________________________________________________________________________________   DDaattee::  ________________________________   
  
SS uuppeerr vviiss oorr ’’ss   SS iiggnnaattuurree::   ____________________________________________________________________________________________________________     DDaattee ::    ______________________________   
  
AApppprr oovvii nngg   OO ffffiicciiaall   SS iiggnnaatt uurree::     __________________________________________________________________________________________________DDaattee::    ______________________________   

                     


